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PEKOMEH AN

0 Mepax M0 NOBHIIIEHHTO 3aIUINIEHHOCTH HHOOPMALHOHHOH HHOPACTPYKTYPhI
0Opa3oBaTe/IbHEIX YUPERACHHUI Poccuiickoi Geaepauun

AHanus ceejienuii 06 yrpozax Oe30MacHOCTH HHPOPMALMH, TPOBOAUMBIA B
YCIORHSX — CKIaibiBAOLieHCs OOCTAHOBKM, yKashiBaeT — Ha VBEJIIMUCHHE  4YMCHA
KOMIIBIOTEPHBIX aTaK H CBA3AHHBIX C HUMH YTEUCK ICPCOHATBHBIX NAHHBIX.

[poaomKarOT HHUKCHPOBATLCH  HAKTLL GONLIMOTO KONMYECTBE (QHINHHIOBBIX
NHCEM, NOMBITOK BHCAPEHNUA BUPYCOB-UIH(POBAIBIIIMKOB TEpe3 NOUTOBbIE BIOKEHUS, a
TAKKE PACCHITOK 3aBCIOMO J10KHBIX cooblienuit 00 akTax Teppopr3Ma.

B uensx npejoTBpallieHus peann3aldi yrpos fezomaciocTy HHPOPMAHOHHOH
UHGPACTPYKTYPE  00pazoBaTeIbHBIX vupexkaeHuil  Poccuiickot deacpauun
11€00X0AMMO NIPHHATD AOMONHHTCILHLIE MCPBI 3alIHTbI MHGOpMAalHH:

1. OBeceunTh NPHUMEHEHHE CPEICTB AHTHBHPYCHOH 3AIATLI W AHTHCIAMa, 4
TakKe CBOEBpeMCHHOe ofHoB/IeHHE HX a3 TaHHbIX.

2. HacTpouTs B CpellcTBaX aHTHBUPYCHOH 3allMThl, aHTHCMAMA (npw HAIMYHHA)
NPOBEPKY BCEX HOCTYNAKOIINAX Ha 3ICKTPOHHYIO NOUTY BIIOKEHWH.

3, [IpoMHGOPMHPOBATE  MO/B30BATE/ICH UHpOPMALIHOHHOR ~ CHCTEMEI O
HEOBXOAMMOCTH Oe30MacHoN pabOTH ¢ 2MEKTPOHHON NOYTOH, @ HMCHHO:

- BHUMATE;IBHO [IPOBEPSTh ajpec OTIPABMTENS, AaKe B Clydac COBMAICHHA
MMEHH C Y/KC H3BECTHBIM KOHTAKTOM]

- HE OTKPLIB&Th MICLMA OT HEM3RCCTHRIX aJPECaToB;

- POBEPATH THCBMA, B KOTOPHIX COAEPKATCA TPH3bIALL K JICHCTBHAM
(HanpHMeEp, «OTKPOil», «1IpounTaily, «O3HAKOMECAY), 8 TAKKC C TEMAMH [P0 GHUHAHCHL,
HalKy, TCONOIMTHYECKYH) OOCTAHOBKY HiH YTPO3hI;

- HE NMEPEXOARTH 10 CCELIKAM, KOTOPHIE COUCPHKAICH B ICKTPOHHBIX MHCLMAX,
OCOBEHHO €c1d OHW TIMHHBIE HIM HAOOOPOT, MCIOAB3YIOT CEPBHCHI COKPAIICHMA
cestnok (bit.ly. tinyurl.com # T. j1);

- He HaKHMaTh HA CCRITKM M3 TTHChMA, €C/IH OHM 3aMCHCHBI Ha CJ10Ba;

- TIPOBEPATH CCBUIKM, HAXKC CCMH MUCBMO TONYYEHO OT ApYIOro 110/1530BaTENA
UH(HOPMALIMOHHOMN CHCTEMBI,

- He OTKPHIBATH BIOJKEHUA, OCOOCHHO €CIH B HUX COACPHKATCA JOKYMEHTBI C
MaKpOCaMH, apXHBhI ¢ MapoIiMH, 8 TaKAE datine ¢ paciiupenusmi RTE, I.NK, CHM,
VHD:

- He [epPeXOAdTh A0 CChUIKAM M HC CKAYHBATh daitipl, coaepiKaluecs BO
BXOMANIMX NOYTOBBIX COOOLICHHAX, €CIM CPCACTBAMH AHTUBHPYCHOH 3alMTRl B
YKa3aHHEIX BAOKCHIAX 0OHAPY/KEHO BPEAOHOCHOE IPOIPAMMHOE odecneyeHHe;

- BHUMATEILHO OTHOCHTLCE K MACHMAM HA MHOCTPAHHOM f3bIKE, C DObLAM
KOTHYECTBOM rivayuaresci 1 opdorpadutiecKuMH omHOKaMH:

- B CIyUAC TMOARICHMA COMHCHMHA, HaupaBifis MOAYYCHHOE MHCRMO Kax



BIOAKEHWE aIMHHHECTPATOPY WHAOOPMALIMOHHONW CHCTCMBL.

4. AKTUBHDPOBaTh (110 BO3MOJKHOCTH) MEXAHM3MBI TPOBEPKH  ICKTPOHHOH
04T, IIPOBEPKH 1O/IMHHOCTH JIOMENa-OTIpaBUTeId (HANMPHUMEP, UCMOIB30BETH
texnomorud DKIM, DMARC, SPY), a rakike HaCTpOHTb NPOBEPKY BXOAALIMUX [IMCCM C
HCTIOIB30BaHUEM 3THX TEXHOIOTHHA.

S. 3abnokupoparth (mpu BO3MOKHOCTH ) MIOTY4YCHHE MOJIb30BaTENS
MHOOPMAIMOHHON CHCTEME! B J/CKTPOHHBIX NHMChMaX BJHOKEHHH C paciMpPeHHAMH
ADE, ADP. APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL. DLL,
DMG. EX. EX_, EXE, HTA, INS, ISP, 1SO. JAR, IS, JSE, LIB, LNK, MDE. MSC,
MSI[, MSIX, MSIXBUNDLE. MSP, MST. NSH. PIF, PSI, SCR, SCT. SHB, SYS, VB,
VBE. VBS, VHD, VXD, WSC. WSF, WSH.

6. 3abnokupoBaTh JOCTARKY MMICEM OT 3apyDeKHBIX AOMEHOB-OTTIPABHTENEH.

7. Obecrieudts  pery.spHoc  OOHOBJICHME  MCHO.B3YCMOTO  MPOrPaMMHOI0
obecrieueHns, B TOM 4HCIE Ha CClreBbIX YCTPOHCIBAX  (MaplupyTH3aTOpax,
KOMMYTaTOpax ).

R. Obdccemeyuts HCIO/b30BAHHE YCTOHYMBBIX ATHHHbBIX napoiach
QJIMHHHUCTPATHBHBIX YYETHEIX 3aruceii.

[pu poCIVIZiEHHH Ha aipec MEKTPOHHOM [10YTHL  3aBEAOMO  JIOKHOIO
coo0uieHns 06 aKT¢ TEppopH3IMa HEOOXOAUMO NPUHATE CIIEAYIOMHE MEPDI:

1. IMoctynusiuee coobuIEHHe 00 aKTe TEpPPOPU3MA HE YAATIATS.

2. OcylwecTsuTh KONUPoBaHue TekeTa coobliigHns 00 aKTe TeppopH3Ma B BUE
CHMMKOB 3KpaHa ycTpoiicTsa (CKpHHmOTOB MO0 (oTon3o0paKeHuH, MONy4eHHEIX
MOCPEACTBOM IHPpoBOH PoToGuKCaIHN).

2.1. Ha ckpunmorax ((otousobpakeHusx) 10/KHa 0TOOpaKaTbea CACAYIOIIas
unpopmauuns 00 ohsexre:

- Ha3BaHHE TEMEl NHCHMA (B TOM YMCIIE €CIIM THCHMO He HMeeT Ha3BaHMa: «<bes
TEMBI=» ),

- ajipec HIEKTPOHIION MOUTEI OTIIPABHTENS MHCbMA, 3ahMKCHPOBAliEIH B rpage.
0003HAYCHHON PEKBUIHTOM «OT:»;

= /4ara " BPEeMS OTHPABJICHHH IHCbMA]

- TEKCT nMcbMa (BKIKYas MOMIMCHL K HeMmy, Hanpumep: «C ysaxkenuneMm, Msan
MBaHoB»), KOTOpBIi MOKET CONEPIKATBCA HEMOCPEACTBEHHO B THCHME W/HIH BO
BJIOYKCHHM K HEMY B BUJIE IPHKpeETUIeHHOTo daiina.

2.2. 3apuKCHpOBaTh HAa CKPUHLIOTE/QOTON300PAKEHAH HATHYMC B [HCHME
BIO/KCHHSA, @ TAKIKE TPH OTKPHITHH CrO 3a(UKCHPOBATH AHATOTHYHBIM CIIOCODOM TEKCT,
KOTOPEIA OHO COIEPHKHUT,

3. Uckmounts  KOUMpOBAHME TeKcTa coolmieHHa o0 akre TeppopuiMa
(CKpHHIIOTBYQOTOM300p@KENNA)  HEHAIIEeKalIero  Kauccrsa, — OOYCNOBNCHHOIO
HeOpeKHbIM KonmupoBaiueM, GororpadguporaiieM TEKCTOB,

4, [lpy HEROIMOKHOCTH PHKCAUMH cooOulcHnit 06 akre Teppopu3Ma B BHIC
CKPHHINOTOR/POTOM300PAKCHHI OCYHIECTBHTE HX (DUKCALMIO fIOCPEACTBOM (YHKUMIT
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KOIMPOBaHWS M BCTABKM B MOKYMeHT Word (¢ coxpaHeHMeM YKa3aHHOH uHbOpMAIK

00 obnekTe).
5.0 nocrynuBmeM cooblieHuH 00 akTe TEppopu3Ma  He3aMmeUTHTENbHO

COOBIIATH 10 AMHOMY HOMEPY BEI30BA 3KCTPEHHBIX OMEPATHBHBIX CIyx6 «112» nubo
B O.1MKaHIIMK Oprad BHYTPEHHMX JIET.

MB/] Poccru



